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Problems over the societal impact of Big Tech and social media, and their effect
on values such as privacy, have long been a source of public concern.

But companies and campaigners find that resolving them involves navigating
the ethics of privacy — a concept that countries, nationalities and traditions
approach in very different ways.

“Privacy is a nebulous concept generally and, over the years, we have seen
misplaced narratives being framed around it,” says Vidushi Marda, digital
programme officer at  Article 19, an international freedom of expression
campaign group.

One example is the claim often made by defenders of mass surveillance that it
is no threat to privacy if people have “nothing to hide”. “We see some of that
changing,” explains Marda, as policymakers develop a greater understanding of
the importance of privacy. This was especially the case, she says, after
whistleblower Edward Snowden revealed the scale of mass surveillance by US
and other western powers in 2013. Other developments that have shifted
attitudes include the scandal over personal data and election influencing
involving marketing group Cambridge Analytica; and an investigation by the
UK’s information regulator into Clearview AI, the controversial facial-
recognition system.

At the Big Tech companies, the dominant ideas about what online privacy
means tend to be western-centric — perhaps unsurprisingly, given so many are
American.

Nikita Aggarwal, a research associate at the Oxford
Internet Institute’s digital ethics lab, compares the
western tradition — rooted in Immanuel Kant’s ideas
of the individual, free will and autonomy — with
alternative traditions in other parts of the world that
can regard privacy as belonging to communities and
groups.

One approach to group privacy is the ‘data trust’
model, in which an institution acts as the trustee for
users’ data, binding it to specific rules to serve the
interests of its users.

For example, a 2019 pilot scheme in the UK, run by the Open Data Institute in
collaboration with the Greater London Authority and Royal Borough of
Greenwich, studied how sharing city data — such as the energy efficiency of
social housing — could improve the south London community.

And, in a report last December, a
committee of experts appointed by the
Indian government also proposed a
“community right over non-personal
data”, involving data trusts.

“Understanding that variation [in
approach] could help us . . . to think
differently about the way we manage data-
governed technologies,” says Aggarwal.
She believes a greater emphasis on group-

level privacy could allow for better data sharing to protect public safety and
public health. “Maybe we need to lessen our obsession with autonomy in the
west, it may not be serving our best interests.”

But group-level solutions would have to come with high standards of data
protection, as well as measures to stop mission creep — which remains a risk.

In response to the coronavirus pandemic, the Singaporean government set up a
contact tracing system reliant on a central database, allowing staff to rapidly
locate and contact those who may have been exposed to coronavirus. Such a
trade-off in personal privacy for the public good may have been deemed
acceptable during a crisis, but a change in policy now allows the police to
access this data.

Contact tracing app in Singapore © Lauryn Ishak/Bloomberg

Marda says: “Knowledge and learnings from the so-called global south are still
treated as one-off case studies, when they should be contributing towards . . . 
more nuanced and inclusive conversations.”

Similarly, distinctions between Japanese and western conceptions of privacy
have long been examined by Rafael Capurro, former professor of information
management and information ethics at Stuttgart Media University,

One key difference, says Capurro, lies in the conception of “self”. In western
tradition, this idea values the individual. By contrast, in Buddhist tradition, the
self is viewed as an insubstantial, illusory concept, not a fixed permanent thing
to be guarded.

Attempts to impose western concepts of privacy outside the west can even
cause misunderstanding, says Marda.

“It’s not just scholars,” she says. “In 2010, the Indian government . . . stated
‘India is not a particularly private nation’. This is a trope that we see pervading
technical and policy documents at a global level as well.”

Marda says that, contrary to claims by the Indian government that privacy is a
western concept, it is rooted in the country’s legal tradition. “While the words
and narrative used may differ from western constructions of privacy, the
essence of privacy was very much there.”

Academics are now putting much more emphasis on intercultural digital ethics.
But it is increasingly difficult to argue that western ideals should be the starting
point for ethics in government and business.

And the problem of reconciling the ethical traditions of east and west is more
than just academic discourse. China and India combined have a population of
about 2.8bn people, which poses practical problems for technology companies.

Aggarwal is among a group of experts working to build forums to discuss these
questions. Last year, she helped organise the first symposium on intercultural
digital ethics, which brought together philosophers from around the world to
consider how to solve some of these challenges. “We don’t have an
international treaty on Big Tech, so it is trying to help us understand why we do
have and should have local approaches [to regulation],” she says.

Marda says the first step for policymakers
is to focus on “local context, ground
realities and cultural legacies”.

“The second is to centre these
conversations around stakeholders, power
and incentives; and the narratives that
arise as a consequence of them,” she says.
She wants scrutiny over the politics that
inevitably underpin the design and
structure of technologies and systems.

Capurro is optimistic that discussions around intercultural digital ethics are
improving, and moving beyond the world of academic circles. “[They are] also
having a large impact on society at large, through social media and particularly
through a growing number of Zoom meetings open to a larger audience,” he
says.

He is optimistic that a more inclusive ethical future is possible: “Different
visions of privacy do not necessarily hinder a practical consensus.”

4

Special Report TechFT: Big Tech & Ethics
Critics raise alarm over Big Tech’s most
powerful tools

Why internet freedom is under threat

Special Report TechFT: Big Tech & Ethics
Rana el Kaliouby: ‘We should think of ourselves
as stewards of technology’

AI ethics stories you missed

Special Report TechFT: Big Tech &
Ethics
Facebook’s Oversight Board: an
imperfect solution to a complex
problem

MAY 17, 2021

Special Report TechFT: Big Tech &
Ethics
Critics raise alarm over Big
Tech’s most powerful tools

MAY 17, 2021

Special Report TechFT: Big Tech &
Ethics
Silicon Valley reboots its
relationship with the US
military

MAY 17, 2021

Special Report TechFT: Big Tech &
Ethics
Rana el Kaliouby: ‘We should
think of ourselves as stewards of
technology’

MAY 17, 2021

Explore the Special Report

READ MORE

In charts: facial recognition
technology — and how
much do we trust it?

Currently reading:
Online privacy: a fraught philosophical debate

Facebook’s Oversight Board: an imperfect solution to a complex problem

Your day in court: social media needs a system of due process

Silicon Valley reboots its relationship with the US military

Rana el Kaliouby: ‘We should think of ourselves as stewards of technology’

In charts: facial recognition technology — and how much do we trust it?

Why internet freedom is under threat

See all 9 stories

Markets data delayed by at least 15 minutes. © THE FINANCIAL TIMES LTD 2021. FT and ‘Financial Times’ are trademarks of The Financial Times Ltd.

The Financial Times and its journalism are subject to a self-regulation regime under the FT Editorial Code of Practice.

Support

View Site Tips

Help Centre

Contact Us

About Us

Accessibility

myFT Tour

Careers

Legal & Privacy

Terms & Conditions

Privacy Policy

Cookies

Copyright

Slavery Statement & Policies

Services

FT Live

FT Forums

Board Director Programme

Share News Tips Securely

Individual Subscriptions

Group Subscriptions

Republishing

Contracts & Tenders

Executive Job Search

Advertise with the FT

Follow the FT on Twitter

FT Transact

Secondary Schools

Tools

Portfolio

Today's Newspaper (ePaper)

Alerts Hub

Business School Rankings

Enterprise Tools

News feed

Newsletters

Currency Converter

More from the FT Group

AI ethics  Add to myFT

Online privacy: a fraught philosophical debate
Discourse tends to be western-centric — that is a problem for the rest of the world, say
academics

Future of Work: The
Workplace
Digital Conference
07 June 2021

Reimagining Future Working Environments

Register now Presented by

Share

Save

Org
Share

Fe
ed

ba
ck

https://www.ft.com/
https://www.ft.com/myft/523fb648-177e-4090-aaba-4a3bc5f7bffc
https://www.ft.com/
https://www.ft.com/world
https://www.ft.com/world/uk
https://www.ft.com/companies
https://www.ft.com/technology
https://www.ft.com/markets
https://www.ft.com/climate-capital
https://www.ft.com/opinion
https://www.ft.com/work-careers
https://www.ft.com/life-arts
https://www.ft.com/htsi
https://markets.ft.com/data/portfolio/dashboard
https://www.ft.com/myaccount
https://www.ft.com/reports/big-tech-ethics
https://www.ft.com/reports/big-tech-ethics
http://help.ft.com/help/legal-privacy/copyright/copyright-policy/
https://enterprise.ft.com/en-gb/services/republishing/republish-content-request?ft-content-uuid=50441ea2-bb0b-4b10-90b9-941ffd262f82
https://www.ft.com/stream/7ad35887-16c2-4d9f-8468-3a7afd5933d6
https://www.ft.com/stream/1ae0209a-352f-4abc-a528-6773cfbb8c1c
https://www.ft.com/data-protection
https://www.ft.com/siddharth-venkataramakrishnan
https://www.ft.com/siddharth-venkataramakrishnan
https://www.ft.com/content/aa235c45-76fb-46fd-83da-0bdf0946de2d
https://theodi.org/?post_type=article&p=7891)
javascript:void(0)
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://events.bizzabo.com/290041?segmentId=a159fb33-b285-bf51-0a81-6b1bddf542e0
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/d9d505fe-d1f6-4a0d-9eae-c6b208f72cee
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/e1565c56-0e56-4154-a4ad-5e9c48c08026
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/content/50441ea2-bb0b-4b10-90b9-941ffd262f82
https://www.ft.com/content/802ae18c-af43-437b-ae70-12a87c838571
https://www.ft.com/content/48c49453-9a8f-4125-85d7-94220497d13c
https://www.ft.com/content/541f0a02-ea27-43a4-b554-96048c40040d
https://www.ft.com/content/24edc95e-9b9f-436c-bd8b-6f58332498c0
https://www.ft.com/content/f6a9548a-a235-414e-b5e5-3e262e386722
https://www.ft.com/video/ea67fc0b-c4fd-4087-8aea-81e6fbf517f2
https://www.ft.com/reports/big-tech-ethics
http://aboutus.ft.com/en-gb/ft-editorial-code/
https://www.ft.com/tour
http://help.ft.com/
https://aboutus.ft.com/contact-us
http://www.ft.com/aboutus
https://www.ft.com/accessibility
https://www.ft.com/tour/myft
https://aboutus.ft.com/en-gb/careers/
http://help.ft.com/help/legal-privacy/terms-conditions/
http://help.ft.com/help/legal-privacy/privacy/
http://help.ft.com/help/legal-privacy/cookies/
http://help.ft.com/help/legal-privacy/copyright/copyright-policy/
https://help.ft.com/help/legal/slavery-statement/
http://live.ft.com/
https://forums.ft.com/
https://bdp.ft.com/
https://www.ft.com/securedrop
http://www.ft.com/products
https://enterprise.ft.com/en-gb/services/group-subscriptions/group-contact-us/?segmentId=383c7f63-abf4-b62d-cb33-4c278e6fdf61&cpccampaign=B2B_link_ft.com_footer
https://enterprise.ft.com/en-gb/services/republishing/
http://www.businessesforsale.com/ft2/notices
https://www.exec-appointments.com/
http://fttoolkit.co.uk/
https://twitter.com/financialtimes
https://transact.ft.com/
https://enterprise.ft.com/en-gb/services/group-subscriptions/education/
https://markets.ft.com/data/portfolio/dashboard
https://www.ft.com/todaysnewspaper
http://markets.ft.com/data/alerts/
http://rankings.ft.com/businessschoolrankings/rankings
https://kat.ft.com/
https://www.ft.com/news-feed
https://www.ft.com/newsletters
https://markets.ft.com/research/Markets/Currencies?segid=70113
http://ft.com/more-from-ft-group
https://www.ft.com/stream/1ae0209a-352f-4abc-a528-6773cfbb8c1c
https://www.ft.com/stream/1ae0209a-352f-4abc-a528-6773cfbb8c1c
https://events.bizzabo.com/290041?segmentId=a159fb33-b285-bf51-0a81-6b1bddf542e0
https://events.bizzabo.com/290041?segmentId=a159fb33-b285-bf51-0a81-6b1bddf542e0
https://twitter.com/intent/tweet?url=https%3A%2F%2Fwww.ft.com%2Fcontent%2F50441ea2-bb0b-4b10-90b9-941ffd262f82&text=Online%20privacy%3A%20a%20fraught%20philosophical%20debate&via=financialtimes
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.ft.com%2Fcontent%2F50441ea2-bb0b-4b10-90b9-941ffd262f82&t=Online%20privacy%3A%20a%20fraught%20philosophical%20debate
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.ft.com%2Fcontent%2F50441ea2-bb0b-4b10-90b9-941ffd262f82&title=Online%20privacy%3A%20a%20fraught%20philosophical%20debate&source=Financial+Times
https://enterprise-sharing.ft.com/create-share/50441ea2-bb0b-4b10-90b9-941ffd262f82?from=article
https://www.ft.com/accessibility

